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Delegating Computatiol
Authenticated Data

| (Calculus , Alice, 30) g \
| (Algebra, Alice, 28) l \

| (Calculus , Bob, 28) W“
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Delegating Computatiol
Authenticated Data

The Grade of Alice
in Calculus is 30 ;

What is the grade of
Alice in Calculus?
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Delegating Computatiol
Authenticated Data

The average grade
in Calculus is 29

What is the average
grade in Calculus?
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Linearly Homomorphlc

[Desmedt93], [JMSWO02], [BF
(M,,Sign(sk,M,))
M.,Sign(sk,M

. 2)) (f(M,,...,M),

(Mn,SiQH(ék,Mn)) - Sign(sk,f(M,,...,M.))

A

COMBINE(PK.f,...)
|

o Verification is done w.r.t. a function f:
Ver(pk, f, M, o)
o The signatures must be succinct (indipendent on the
number of messages).
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Delegating Computatiol
Authenticated Data

The average grade
in Calculus is 29

What is the average
grade in Calculus?
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Authenticated Encryption

Calculus Alice, 30 |
| SAlgebrai Allcei 282 %
Calculus , Bob, 28
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Authenticated Encryption’

(Calculus , Alice, 30)

.y

(Calculus , Alice, ##) (4~

(Algebra , Alice, 28)

(Algebra , Alice, 2?) ‘.]\

(Calculus , Bob, 28) y)
" A
o So1)_pr|
Cryptography

TLS — SSH — IpSec [An01]
[BeINamQOQ]
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Authenticated Encryption

The Grade of Alice
in Calculus is ## ;

What is the grade of
Alice in Calculus?
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Authenticated Encryption

The average grade
in Calculus is **

What is the average
grade in Calculus?
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Delegating Computation‘on..
Authenticated Data with privacy™

The average grade
in Calculus is **

What is the average
grade in Calculus?
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Linearly Homomorphic Au
Encryption with Public Ver'lflabll

Inspired by [JY14]

2 AE-KeyGen(12,k )—(sk, vk)
o AE-Encrypt (sk, FID, i, M) —» C

. AE-Verify(vk, FID, C, f)—{0,1}
o AE-Decrypt (sk, FID, C, f) > Mor L

2 AE-Eval(vk, f, FID, {C. }_,

ooooo

Secur'lfy LH-IND-CCA for privacy, LH-Uf-CMA for integrity
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LAEPUV - General Construc

M message space, additive group R randomness space, multiplicative group

C ciphertext space, multiplicative group
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LAEPUV - General Construc

M message space, additive group R randomness space, multiplicative group

C ciphertext space, multiplicative group

T IND-CPA secure
Public Key Encryption Scheme

Enc,(M,.R,)*Enc,(M,,R,)=Enc (M, +M,.,R,*R,)
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LAEPUV - General Construc

M message space, additive group R randomness space, multiplicative gr'oup

C ciphertext space, multiplicative group

T IND-CPA secure

2 Linearly Homomorphic signature
Public Key Encryption Scheme

scheme for elements in M
Enc,(M,.R,)*Enc,(M,,R,)=Enc (M, +M,.,R,*R,)
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LAEPUV - General Construc

M message space, additive group R randomness space, mu'ﬂp“caﬁve |

C ciphertext space, multiplicative group

T IND-CPA secure

2 Linearly Homomorphic signature
Public Key Encryption Scheme

scheme for elements in M
Enc,(M,.R,)*Enc,(M,,R,)=Enc (M, +M,,R,*R,)

H Random Oracle

H:{0,1}*—~C
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LAEPuUV - Encryption
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'LAEPWV - Eval

f = (051,052, ...,Ofk)

C <

fmy+ Bq,....,my + By)
N <
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LAEPUV - Practical Instantiatic

a Palillier's encryption guarantees the
homomorphic property of T

(g™r1 )(g™2rz ) = g™ (rar)”

a As concrete instantiation of the linearly
homomorphic signature scheme one can use a
simple variant of the (strong) RSA based
scheme [CFW12]
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Other results (in the

1 A Linearly homomorphic signature scheme to
sign elements in (bilinear) groups

O This has nice applications in the context of
On-line/Off-line signatures
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Related works

O Efficient Delegation of Computation over
encrypted data

Q [JY14], [FGP14]
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Conclusion and Open prob

\/Ver'y efficient
Q/General construction

v Public Verifiability

Only linear functions X
Needs ROM X’
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Conclusion and Open prob

Interesting Open questions remain :

* How to extend to more generadl
functionalities?

« How to avoid ROM?
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